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Senior and corporate executives continue to be favorite targets for cybercriminals. This is in part due to the level of access they 

hold within an organization and the sensitivity of the information they possess.   

 

One Chief Information Security Officer (CISO) from a 

Fortune 500 company in the healthcare industry 

recognized there was only so much that could be 

done by the company’s information security team to 

protect the executives' digital footprint. While the 

team was able to protect the executives on their 

corporate devices and in their corporate 

environment, there was no way to ensure 

enterprise-grade level of protection at the 

executives’ home networks and on their personal 

devices.   

 

 

This led the CISO to enlist BlackCloak to provide protection services to the organization’s top seven executives and key assistants. 

The CISO included key assistants because the organization recognized that these individuals are an extension of the executives 

and likely have similar access rights to systems and information.  This made them just as susceptible to social engineering tactics, 

like phishing, as the executives themselves.   

 

BlackCloak met with the executive team and assistants for an initial onboarding and assessment; thereafter, the BlackCloak team 

conducted home assessments with the executives and their families. 

 

BlackCloak now protects the personal devices of the executives, their families and that of key assistants as well, thus bridging the 

security gap between the organization and key personnel. 
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