
What is Brushing?
Brushing scams occur when a person receives an unsolicited package 

addressed to them, often without any return information. While the 

contents are real items that the recipient is free to keep, the intent 

behind the shipment can be more sinister. The sender uses the 

recipient’s details to create fake positive reviews for the product, 

which can falsely enhance its appeal on third-party sites like Amazon. 

This can give the appearance that the recipient is a legitimate 

customer, potentially driving more sales.

Underlying this scam is a serious concern: the recipient’s personal 

information has likely been compromised. Such data could have been 

obtained from a data broker or through a data breach, leaving the 

recipient vulnerable to further cyberattacks.

The Risks of QR Codes
Recently, some brushing scams have escalated in danger 

by including QR codes within the packages. These codes 

often claim to reveal the identity of the sender if scanned. 

However, this can be a trap; scanning these codes may 

initiate a malware download, giving cybercriminals access 

to sensitive information on the device, including personal 

and professional data.
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In an increasingly digital world, cyberattacks can originate 

from unexpected sources. One troubling trend in recent 

times comes not from computers or smartphones, but from 

an old-fashioned medium: the mail. Across the country, 

random packages are being delivered to individuals who 

never placed an order, and this peculiar situation  

is known as “brushing.”
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Best Practices for Recipients
If you or your clients receive an unexpected package that fits the brushing scam description,  

here are essential steps to take:

Both the United States Postal Inspection ServiceUnited States Postal Inspection Service and the Federal Trade Commission state that recipients can either keep or dispose of 

these unexpected packages without any obligation.

Contact the Retailer

The recipient should alert the retailer associated with the 

package. Informing them that the item was never ordered can 

help in preventing further scams targeting others.

Secure Online Accounts 

Advise recipients to change passwords and enable multifactor 

authentication on accounts linked to online shopping. This is 

crucial if their information has been compromised.

Avoid Scanning QR Codes

If a QR code is found in the package, advise them firmly against 

scanning it. These codes can lead to harmful malware.

Limit Personal Information Sharing 

Encourage your clients to be mindful of the information shared 

online. They should refrain from providing unnecessary details 

such as home addresses or phone numbers when creating 

accounts.

Use Secure Websites Only

Remind recipients to only enter personal information on secure 

websites. They should look for URLs that start with “HTTPS.”

Do Not Pay for Unordered Items

If asked to pay for the package or its return, advise the recipient 

to refuse. They should not incur any costs related to the 

unsolicited package.

Staying Safe
Receiving an unexpected package can be unsettling, 

but by following these proactive measures, you can 

limit potential risks and potentially thwart further 

scams. Encourage clients to take immediate action  

to secure their personal information and maintain 

their online safety, while also considering how to 

prevent others from falling victim to similar schemes.

To learn more, visit:
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